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Schroeder and Gibson, FAST 2008 

What breaks in hardware? 

10,000 
machines 
 
Pr(failure in 
1 year) ~.3 



Fault-Tolerant Systems from  
Unreliable Components 

•  TCP (retransmissions) 
• DNS replication and caching 
• MapReduce 
•  Resilient Overlay Networks 



Availability in practice 

•  Carrier airlines (2012 FAA fact book) 
 



Other systems 

•  911 Phone service (1993 NRIC report) 
•  29 minutes per line per year 
ü 99.994% 

•  Standard phone service (various sources) 
•  53+ minutes per line per year 
ü 99.99+% 

•  End-to-end Internet Availability 
ü 95% - 99.6% 







Party like it’s 1879! 

Cash register 

First telephone 
(Pres. Hayes) 



Disk failure conditional probability distribution 

Expected operating lifetime 
1 / (reported MTTF) 

Infant 
mortality 

Burn  
out 

Bathtub curve 

0.003 

0.012 

(~5 years) 



From: L. Gavrilov & N. Gavrilova, “Why We Fall Apart,”  
IEEE Spectrum, Sep. 2004. 

Data from http://www.mortality.org 



Fail-fast disk 

failfast_get (data, sector) { 

 get (s, sector); 

 if (checksum(s.data) == s.cksum) { 

  data ← s.data; 

  return OK; 

 } else { 

  return BAD; 

 } 

} 



Careful disk 

careful_get (data, sector) { 

 r  ←  0; 

 while (r < 10) { 

  r ← failfast_get (data, sector); 

  if (r == OK) return OK; 

  r++; 

 } 

 return BAD; 

} 



Replicated Disks  
(RAID – recitation - more sophisticated)	

write (sector, data): 
 write(disk1, sector, data) 
 write(disk2, sector, data) 

 
read (data, sector): 

 error = disk1.careful_get(data, sector) 
 if error 
  error = disk2.careful_get(data, sector) 
  if error  
   return error 
 return data	


