
Fault-tolerance 

6.033 Lecture 15 
Sam Madden 

Today: 
•Finish Chord 
• Quantifying reliability 
• General approach to fault tolerance 
• Replication 
• Study of disk failures 



Chord Distributed Hash Table	

•  Objects assigned ids in 
range 0..N 
•  Using hash function of 

object name 

•  Placed on ring  

•  Peers assigned range 
of ID space 
•  Responsible for objects 

in range 

•  Successor pointers 
used to find objects	
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Object Lookup in Chord	

Successor pointers used to find 
objects 

lookup(name, dest): 
  id = hash(name) 
  if (id is local): 
     send object to dest 
  else 
     successor.lookup(name, dest) 
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Optimizing lookup	

Problem:  lookups require up to 
M messages, if M peers 

Idea:  store pointers to 
additional peers in “finger table” 

Specifically to  
2nd, 4th, 8th, …, 2log

2
M th peers 
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Neigh	 Range	 IP	

F	 3500…
4000	

5.6.7.8	

G	 4000…
6000	

1.2.3.4	

I	 8000…
10000	

2.3.4.5	

C	 2500…
3000	

3.4.5.6	

lookup	



Optimizing lookup	
Log2M hops  

First step gets you at least 50% 
of the way,  next step 25%, etc  
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J	 10000…
12000	

4.5.6.7	

A	 0… 
1500	

1.2.2.3	

C	 2500…
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3.4.5.6	

G	 4000…
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Each hop uses next higher entry in 
finger table	

A B C D E F G H I J K L M N O P	
Start	 Dest	

Neigh	 Range	 IP	

B	 x	 x	

C	 x	 x	

E	 x	 x	

I	 x	 x	

Neigh	 Range	 IP	

J	 x	 x	

K	 x	 x	

M	 x	 x	

A	 x	 x	

Neigh	 Range	 IP	

N	 x	 x	

O	 x	 x	

A	 x	 x	

E	 x	 x	

Neigh	 Range	 IP	

P	 x	 x	

A	 x	 x	

E	 x	 x	

I	 x	 x	

Tables have Log2M entries	



Using Chord	

• Objects can be whole files, blocks, or 
pointers to files 

•  Chord used in web-scale file systems, 
Akamai-like CDNs, and file-sharing 
applications	



Fault-tolerance 

Concepts: 
• Quantifying reliability 
• General approach to fault tolerance 
• Replication 
•  Study of disk failures 



Schroeder and Gibson, FAST 2008 

Relative frequency of hardware replacement 

10,000 
machines 

Pr(failure in 
1 year) ~.3 









Bairavasundaram et al., SIGMETRICS 2007 
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Bairavasundaram et al., FAST 2008 
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Replicated Disks	

write (sector, data): 
 write(disk1, sector, data) 
 write(disk2, sector, data) 

read (sector, data): 
 data = read (disk1, sector) 
 if error 
  data = read (disk2, sector) 
  if error  
   return error 
 return data	




